Certificate GB19/962985

The management system of

China Telecom (Europe) Ltd

2nd Floor, Bellerive House, 3 Muirfield Crescent, London, E14 9SZ, UK

has been assessed and certified as meeting the requirements of

ISO/IEC 27001:2013

For the following acfivities

The scope of registration appears on page 2 of this certificate.

This certificate is valid from 13 December 2019 until 21 March 2022

and remains valid subject to satisfactory surveillance audits.
Recertification audit due a minimum of 60 days before the expiration date.
Issue 2. Certified since 21 March 2019

This is a multi-site certification.
Additional site details are listed on subsequent pages.

Authorised by i

MANAGEMENT
SGS United Kingdom Ltd SYSTEMS
Rossmore Business Park Ellesmere Port Cheshire CH65 3EN UK
t +44 (0)151 350-6666 f +44 (0)151 3506600 www.sgs.com 0005

HC SGS 27001 2013 0818 M2
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This document is issued by the Company subject lo ils General Conditions of
Certificalion Services ible at www.sgs.com/terms_and_conditions him
Aftention is drawn to Lhe limitations of liability, indemnification and jurisdictional
issues established therein. The authenlicity of this document may ba verified at
htlp: A 55 comienieerified-clients-and-rroducts/carifisd-client-directory,
Any unauthorized alteralion, forgery or falsification of the content or appaarance
of this document is unlawful and offenders Itiay be prosecuted io the fullest
extenl of the law.




Certificate GB19/962985, continued

China Telecom (Europe) Ltd
ISO/IEC 27001:2013

Issue 2

Detailed scope

‘The Information Security Management System (ISMS) of China Telecom
Europe's Network Operations Department supporting telecommunications
and network services delivered as part of a global Information Silk Road.
These services, hosted in Points of Presence (POPs) for Private Leased
Line and Ethernet Private Lines, Optical Transmission Networks and

the provision of MPLS/IP global internet and VPN services, voice,

and secured hybrid cloud solutions, form China Telecom

Europe’s Voice, Data, IP and ICT portfolio of high

availability and secure customer solutions.

The business processes providing these customer solutions are hosted
from China Telecom Europe operating sites in London, Paris and
Frankfurt and at third party POPs in the UK, France and Germany.'

The scope includes the following:

* All CTE network operations staff, including engineers working at office
locations in London and working at several Points of Presence (POPs)

in third party data centres in UK.

* All crltlcal network operatlons processes, business systems, customer data,
critical information and applications used to support carrier-based operations
and client services provided on the Europe to China

global Information Silk Road.

* The key ISMS supporting functions provided by Legal/Compliance,
Human Resources, Internal IT and office management.

* All CTE provided end user services and devices provided

to Network Operations for the purpose of managing all

client services on the CN2 network.

Assessed in accordance with the SoA version 1.6

Additional facilities

China Telecom Suite, 2nd Floor, 8/9 Harbour Exchange Square,
Isle of Dogs, London, E14 9GE, UK

TelecityGroup UK Limited, Unit 1 Powergate Business Park,
Volt Avenue, London, NW10 6PW, UK

Telehouse, Telehouse East, 3rd Floor, Room TFM61, Racks F11 & F12,
14 Coriander Avenue, London, E14 2AA, UK

This document is issued by the Company subject to its General Conditions of

Certification Services ible al www.sg! fterms_and_conditionis.him.

Attenlion is drawn 1o the limilations of hablhly indemnification and jurisdictional

issues eslablished therein. The authenticity of this document may be verified al Page 2 of 2
hitp:/www sgs.. rtified-clients-and-products/certified

Any unaulhorized alleration, forgery or falsification of the content or appea:ance
of this document is unlawful and offenders may be prosecuted to the fullest
extent of lhe law.
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Certificate GB19/964938 g

The management system of

China Telecom (France) Ltd

88 Boulevard Gallieni, 92130 Issy Les Moulineaux, France

has been assessed and certified as meeting the requirements of

ISO/IEC 27001:2013

For the following activities

The scope of registration appears on page 2 of this certificate.

This certificate is valid from 13 December 2019 until 21 March 2022

and remains valid subject to satisfactory surveillance audits.
Recertification audit due a minimum of 60 days before the expiration date.
Issue 1. Certified since 21 March 2019

This is a multi-site certification.
Additional site details are listed on subsequent pages.

Authorised by i

MANAGEMENT
SGS United Kingdom Ltd SYSTEMS
Rossmore Business Park Ellesmere Port Cheshire CH65 3EN UK
t+44 (0)151350-6666 f+44 (0)151 350-6600 www.sgs.com 0005

HC SGS 27001 2013 0818 M2
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This document is issued by the Company subject o its General Conditions of
Cerlification Services ible at www.sgs,com/terms_and_conditions.htm.
Attantion is drawn lo the limilations of llabllity, indemnification and |urisgictional
issues established lherein. The aulhenticlty of lhis document may be varified at
http:/iwww.sgs.comlen/certified-clients-and-producisicentifiad-cient-directory.
Any unauthorized alleration, forgery or falsification of the content of appearance
of this d is unlawful and off may be p d to lhe fullasl
extenl of lhe |aw.




Certificate GB19/964938, continued

China Telecom (France) Ltd

ISO/IEC 27001:2013

Issue 1
Detailed scope

‘The Information Security Management System (ISMS) of China Telecom
Europe's Network Operations Department supporting telecommunications
and network services delivered as part of a global Information Silk Road.
These services, hosted in Points of Presence (POPs) for Private Leased
Line and Ethernet Private Lines, Optical Transmission Networks and
the provision of MPLS/IP global internet and VPN services, voice,
and secured hybrid cloud solutions, form China Telecom
Europe’s Voice, Data, IP and ICT portfolio of high
availability and secure customer solutions.
The business processes providing these customer solutions are hosted
from China Telecom Europe operating sites in London, Paris and
Frankfurt and at third party POPs in the UK, France and Germany.'

: The scope includes the following:
o All CTE network operations staff, including engineers working at office
locations'in London and working at several Points of Presence (POPs)

in third party data centres in UK.
» All critical network operatrons processes, business systems, customer data,
critical information and applications used to support carrier-based operations
and client services provided on the Europe to China
global Information Silk Road.
* The key ISMS supporting functions provided by Legal/Compliance,
Human Resources, Internal IT and office management.
* All CTE provided end user services and devices provided
to Network Operations for the purpose of managing all
client services on the CN2 network.
Assessed in accordance with the SoA version 1.6

Additional facilities

Interxion PAR5, 11-13 Avenue des Arts et Metiers, 93200 Saint Denis, France
Interxion MRS1, 40 Avenue Roger Salengro 13003, Marseille, France

This document is issued by the Company subject to ils General Conditions of
Certification Services accessible at www. 3gs. com/lerms_and condlllons hlrn
Attention is drawn lo the limitations of liabiltty, i ification and juri
issues established therein. The authenlicity of this document may be verified at Page 20f2
http:/www sgs.com/en/certified-clients-and-products/cerlified-client-directory.
Any unaulhorized alteration, forgery or falsification of the content or appearance
of this document is unlawful and offenders may be prosecuted to the fullest
axtent of the law.
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Certificate GB19/964940 k\\@ — %))

The management system of

China Telecom (Deutschland) GmbH

Bockenheimer Landstrasse 77, 60325 Frankfurt am Main, Germany

has been assessed and certified as meeting the requirements of

ISO/IEC 27001:2013

For the following activities

The scope of registration appears on page 2 of this certificate.

This certificate is valid from 13 December 2019 until 21 March 2022

and remains valid subject to satisfactory surveillance audits.
Recertification audit due a minimum of 60 days before the expiration date.
Issue 1. Certified since 21 March 2019

This is a multi-site certification.
Additional site details are listed on the subsequent page.

Authorised by E

MANAGEMENT
SGS United Kingdom Ltd SYSTEMS
Rossmore Business Park Ellesmere Port Cheshire CH65 3EN UK
t+44 (0)151 350-6666 f +44 (0)151 350-6600 www.sgs.com 0005

HC SGS 27001 2013 0818 M2

Page 1 of 2
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This document is issued by the Company subject lo ils General Condilions of

Cerlification Services ible al www.sgs. _and_conditions.him,
Attention is drawn to the limitations of liability, indemnification and jurisdictional
issues eslablished therein. The authenticity of this documant may be verified at

d-clients-and-products/cerlified-client-directory.

hitp:/Awww. sgs.com/en/certifi

ion, forgery or falsification of the conlent or appearance
of lhis document is unlawful and offenders may be prosecuted 1o the fuilest
axtent of he |aw.




Certificate GB19/964940, continued

China Telecom (Deutschland) GmbH
ISO/IEC 27001:2013

Issue 1

Detailed scope

‘The Information Security Management System (ISMS) of China Telecom
Europe's Network Operations Department supporting telecommunications
and network services delivered as part of a global Information Silk Road.
These services, hosted in Points of Presence (POPs) for Private Leased
Line and Ethernet Private Lines, Optical Transmission Networks and

the provision of MPLS/IP global internet and VPN services, voice,

and secured hybrid cloud solutions, form China Telecom

Europe’s Voice, Data, IP and ICT portfolio of high

availability and secure customer solutions.

The business processes providing these customer solutions are hosted
from China Telecom Europe operating sites in London, Paris and
Frankfurt and at third party POPs in the UK, France and Germany.'

The scope includes the following:

* All CTE network operations staff, including engineers working at office
locations:in London and working at several Points of Presence (POPs)

in third party data centres in UK.

* All critical: network operatlons processes, business systems, customer data,
critical information: and applications used to support carrier-based operations
and client services provided on the Europe to China

global Information Silk Road.

* The key ISMS supporting functions provided by Legal/Compliance,
Human Resources, Internal IT and office management.

* All CTE provided end user services and devices provided

to Network Operations for the purpose of managing all

client services on the CN2 network.

Assessed in accordance with the SoA version 1.6

Additional facilities

Interxion FRA3, Weismuellerstrasse 21-23, 60314,
Frankfurt am Maim, Germany

Interxion FRAG6, Hanauer Landstrasse 300a, 60314,
Frankfurt am Maim, Germany

Equinix FR5 Telehaus, Kleyerstrasse 88-90, 60326 Frankfurt am Maim, Germany

Interxion Deutschland GmbH, Room 101A (China Telecom) In der Steele 29,
40599 Dusseldorf, Germany

Equinix FRA4, Larchenstrasse 110, 65933 Frankfurt am Maim, Germany

This document is issued by the Company subject to its General Condilions of
Cerlification Services accessible al www.sgs.comlamms_and_conditions him.
Attention is drawn to Lhe limitations of liabillty, indemnificalion and jurisdictional

issues d therein. The authanlicity of this d may be verified at Page 2 of 2
htip:/fwww.sgs.com/en/cerlified-clients-and-products/certified-client-directory.
Any unauthorized alteration, forgery or falsification of the content or appearance
of this document is unlawful and offenders may be prosecuted 1o the fullest
axtent of the law.

Wi

@/f :

o

UKAS

MANAGEMENT
SYSTEMS

0005



